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Over the past decade, the spread of disinformation online has become a problem
facing the U.S. and the world. Increasingly, domestic and foreign adversaries have
used it as a way to unleash chaos on democratic processes, upend democratic
norms and weaken confidence in public institutions, according to Stanford
scholars.

While propaganda and disinformation have long been used by malign actors to
intentionally mislead and manipulate the public, disinformation online can spread
fast and far across networks anonymously, cheaply and efficiently, making it a
challenging problem to address. The internet and social media platforms have
become “weaponized” to purposefully confuse, agitate and divide civil society, said
Eileen Donahoe, executive director of Stanford’s Global Digital Policy Incubator
and former U.S. Ambassador to the UN Human Rights Council.

“Democratic governments are now seized with the fact that digital information
platforms have been exploited by malign actors to spread propaganda and
disinformation, wreaking havoc on democratic elections and eroding trust in the
digital information realm,” said Donahoe in an online commentary published by the
Stanford’s Cyber Policy Center.
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