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Advances in artificial intelligence (AI) are amplifying a crisis for human rights
online. While AI technology offers exciting and beneficial uses for science,
education, and society at large, its uptake has also increased the scale, speed, and
efficiency of digital repression. Automated systems have enabled governments to
conduct more precise and subtle forms of online censorship. Purveyors of
disinformation are employing AI-generated images, audio, and text, making the
truth easier to distort and harder to discern. Sophisticated surveillance systems
rapidly trawl social media for signs of dissent, and massive datasets are paired
with facial scans to identify and track prodemocracy protesters.
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