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On the “biggest election year in history,” our report sheds light on how political
propagandists are exploiting the features of encrypted messaging platforms to
manipulate voters. The report draws on interviews with purveyors of political
propaganda in 17 countries and a survey of over 4,500 messaging app users in
nine countries.

Given the importance of preserving end-to-end encryption for secure
communications, especially in repressive environments, the report elaborates a set
of concrete recommendations for messaging platforms, policymakers, and
researchers to help mitigate political manipulation efforts on messaging apps
without undermining encryption.
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