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Rapid disinformation attacks—i.e., attacks in which disinformation is unleashed
quickly and broadly with the goal of creating an immediate disruptive effect—are
one of the most significant challenges in the digital ecosystem. Consider the
following hypothetical: On the morning of Election Day in a closely contested U.S.
presidential election, supporters of one candidate launch a disinformation1
campaign aimed at suppressing the votes in favor of the opposing candidate in a
key swing state. After identifying precincts in the state where the majority of
voters are likely to vote for the opponent, the authors of the disinformation attack
unleash a sophisticated social media campaign to spread what appears to be first-
person accounts of people who went to polling places in those precincts and found
them closed.
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