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Elections around the world are facing an evolving threat from foreign actors, one
that involves artificial intelligence.

Countries trying to influence each other’s elections entered a new era in 2016,
when the Russians launched a series of social media disinformation campaigns
targeting the U.S. presidential election. Over the next seven years, a number of
countries – most prominently China and Iran – used social media to influence
foreign elections, both in the U.S. and elsewhere in the world. There’s no reason to
expect 2023 and 2024 to be any different.

But there is a new element: generative AI and large language models. These have
the ability to quickly and easily produce endless reams of text on any topic in any
tone from any perspective. As a security expert, I believe it’s a tool uniquely suited
to internet-era propaganda.
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